xxxxx

xxxxxxx

Staying ahead of evolving global
cyber-threats to your website.

Because DNS is the entry point to your
website, it is essential to consider DNS
in your overall security plans. CloudFloor
DNS believes that security must go
hand-in-hand with the requirement for
peak performance and highly reliabile

web infrastructure.

We have designed and implemented
multiple security redundancy layers
on top of a hardened, distributed
infrastructure for best mitigation of
Internet and physical security threats.

Some of our key security features

include:

e Adherence to best security practices
and continuous improvement plans,

e All staff are security vetted with
background checking,

e All servers are firewall protected,

e All servers are constantly monitored
in real-time, including logins,

e All server communication, both
management and inter-node are

heavily encrypted,

* All servers are dedicated and run
minimal sets of software for their
tasks, reducing their vulnerability
footprint,

e CloudFloor DNS does not
utilize BIND. Instead we use a
proprietary solution with no known
vulnerabilities,

e All servers are housed in secure
facilities with strict access protocols,
and

¢ Where possible CloudFloor DNS
uses hardened routers with features
such as Cisco-guard

CloudFloor DNS is committed to

continually evolving its security

measures to stay ahead of global cyber
threats.




About CloudFloor DNS

At CloudFloor, DNS is our passion

and reliability and performance is our
obsession. Our goal is to provide the
most reliable and highest performing
Internet infrastructure available through
our core DNS services.

Your customer’s web experience begins
with DNS resolution and our Enterprise
DNS service is backed by a 100%
Reliability Guarantee and the industry’s
first 200% Performance Guarantee.

CloudFloor DNS has been in the

Internet infrastructure business since
1999. To date, we have provided
services to over 10,000 customers,
including governments, major financial
institutions, as well as hundreds of small

and medium-size business worldwide.

CloudFloor DNS is a wholly owned
subsidiary of CloudFloor Corporation
with headquarters in Waltham,
Massachusetts. Several leading venture
firms from North America and Europe,
including London-based Doughty

Hanson LLP have backed CloudFloor.
The Logical Choice For Your Business

To learn more about how CloudFloor
DNS can improve the reliability,
performance and security of your DNS,
call us in the US on +1 781-373-5158 or
in Europe and the UK on +44 (0)1481
720924.
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